KIEM TOAN NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM
-------- Poc lap - Tw do - Hanh phic

Sb: 1173/QP-KTNN Ha Ngi, ngay 27 thang 7 nam 2015
QUYET PINH
BAN HANH QUY CHE QUAN LY VA SU DUNG HE THONG MANG KIEM TOAN NHA
NUGC

TONG KIEM TOAN NHA NUOC
Can cir Ludt Kiém todn nha nudce;
Can cur Luat Cong nghé thong tin,;
Can cir Ludt Giao dich dién tir;
Can cir Nghi quyét s6 916/2005/NQ-UBTVQHI11 ngay 15 thang 9 nam 2005 cia Uy ban
Thuong vu Quoc hoi vé co cau to chirc cua Kiem toan Nha nuoc,

Can cit Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nam 2007 ciia Chinh phii vé iing
dung cong nghé thong tin trong hoat dong cua co quan nha nuoc,

Xét dé nghi cua Gidm doc Trung tam Tin hoc,
QUYET DINH:

i Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché quan 1y va s dung hé théng mang
Kiém toan Nha nude.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Piéu 3. Chanh Vin phong Kiém toan Nha nudc, Giam déc Trung tam Tin hoc, Thu trudng
cac don vi tryc thude Kiém toan Nha nude va cac td chirc, cad nhan ¢ lién quan chiu trach nhi¢m
thi hanh Quyét dinh nay./.

KT. TONG KIEM TOAN NHA NUOC
Noi nhan: PHO TONG KIEM TOAN NHA NUOC
- Nhu Diéu 3;
- Térllrg Kiérq toan Nha nudc;
- Cac Pho Tong Kiém toan Nha nudc;
- Bang uy KTNN;
- BCH Cong doan KTNN;
- BCH boan TN CSHCM KTNN; .
- Luu: VT, TTTH (03). Hoéng Hﬁng Lac



QUY CHE

QUAN LY VA SU DUNG HE THONG MANG KIEM TOAN NHANUGC
(Ban hanh kem theo Quyet dinh so 1173 /QP-KTNN ngay 27 thang 7 nam 2015 cua Tong Kiém
toan Nha nuoc)

Chuong I
QUY DINH CHUNG
Piéu 1. Pham vi diéu chinh, ddi twong ap dung

1. Quy ché nay quy dinh viéc quan 1y, van hanh, khai thac va sir dung hé thong mang Kiém
toan Nha nudc.

2. Quy ché nay ap dung dbi v6i don vi, to chirc (goi chung 1a don vi) truc thudc Kiém toan
Nha nuéce; can b, cong chirc, vién chirc, nguoi lao dong (goi chung la cong chirc, vién chirc va
viét tit 1a CCVC) cua Kiém toan Nha nuéc va td chirc, c4 nhan c6 lién quan trong viéc quan Iy
va sir dung hé théng mang Kiém toan Nha nudc.

Diéu 2. Hé thong mang Kiém toan Nha nuéc

1. Hé thong mang Kiém toan Nha nudc (viét tit 1a SAVNET) bao gdm: Trung tdm dit liéu,
tai nguyén mang cua Kiém toan Nha nudc, hé thong mang cuc bd (LAN) tai cac don vi truc
thudc Kiém toan Nha nudc.

2. Trung tdm dit liéu (TTDL) 1a trung tAm chinh cta hé thng mang Kiém toan Nha nudc.
3. Tai nguyén mang ctia Kiém toan Nha nuéc bao gdm:

a) Hé thong dja chi IP (Internet Protocol) su dung dé giao tiép trén mang bao gérp: bia chi
cong cong (public IP) dé giao ti€p vdi mang Internet; dia chi dung riéng (private IP) dé giao tiép
gifra cac may tinh trong mang cuc bg (LAN) va cac may tinh trong SAVNET.

b) Hé thdng tén mién cua Kiém toan Nha nudc da dang ky bao vé véi Trung tim Internet
Viét Nam (VNNIC).

c) Cac thiét bi truyén dan, két ndi mang cuc bd cua cac don vi truc thudc Kiém toan Nha
nuoc; ket ndi gitra cac don vi tryc thude voi TTDL Kiém toan Nha nudc; cac két ndi toi nha
cung cap dich vu vién théng va Internet.

d) Cac trang thiét bi cong nghé thong tin trén SAVNET bao gdm: May chu, may tram, thiét
bi ngoai vi, thiét bi phu trg va céc thiét bi mang.

d) Hé théng thl:l’ dién tir Kiém toan Nhé nudc; Hé théng hoi nghi truyén hinh truc tuyén;
cac co so dit liéu, phan mém h¢ thong, phan mém ung dung, phan mém chuyén nganh hop phap
duoc cai dat, hoat dong trén SAVNET.

e) Cong thong tin dién tir (Portal), Trang thong tin dién tir (Website) ciia Kiém toan Nha
nuoc duoc luu trir trén may chu dat tai TTDL Kiém toan Nha nudc.

g) Cac dich vu cung cip trén SAVNET va tai khoan ngudi sit dung dung trong cac dich vu
trén SAVNET.

4. Hé théng mang Kiém toan Nha nudc duoc sir dung dé phuc vu cong tac chi dao diéu
hanh, quan 1y ndi bd va hoat dong kiém toan ctia Kiém toan Nha nudc; cung cap céac tai nguyén
mang phuc vu hoat dong cta cac don vi, CCVC thude Kiém toan Nha nuéc.



Piéu 3. Giai thich thuit ngir

1. Nguoi st dung: La CCVC thudc Kiém toan Nha nudc duoc cdp quyén khai thac, st
dung tai nguyén mang trén SAVNET.

2. BO phan quan tri: La bd phémﬂduqc Trung tam Tin hoc giao nhi€ém vu quan tri, van hanh,
dam bao hoat dong an toan, bao mat, 6n dinh cia SAVNET.

3. Can b chuyén trach cong ngh¢ thong tin: La nguoi duoc giao nhiém vu quan tri, vén
hanh, dam bao hoat dong an toan, bao mat, 6n dinh cta hé thdng mang tai don vi truc thudc
Kiém toan Nha nudc.

4. Tai khoan nguoi st dung: Bao gdm tén tai khoan (user name) va mat khau (password)
ding dé dinh danh va x4c dinh quyén han ctia nguoi str dung trén cac dich vu mang.

5. Mang cuc b (LAN - Local Area Network): La mot h¢ thong mang bao gdm cic may
tinh, may chu va cac thiét bi ngoai vi duoc ket ndi véi nhau thong qua cac thiét bi mang dé chia
sé tai nguyén nhu thong tin, dit 1idu, phan mém va cac thiét bi.

6. Mang dién rong (WAN - Wide Area Network): La mdt hé théng mang dugc thiét lap dé
két noi hai hay nhiéu mang LAN c6 khoang cach xa veé mat dia ly thanh mang riéng cta t6 chiic
hodc két n6i qua nhi€u ha tang mang cong cong cua cac cong ty vien thong khac nhau.

7. M1 truong mang: La mdi trudng trong do thong tin duge cung cép, truyén dura, thu thap,
xtr 1y, luu trit va trao doi thong qua co so ha tang thong tin.

8. Co so ha tang thong tin: La hé thong trang thlet bi phuc vu cho viéc san xuét, truyén dua,
thu thap, xir 1y, luu trit va trao d6i thong tin s, bao gdbm mang vién thong, mang internet, mang
may tinh va co s¢ dir li¢u.

9. Théng sb thiét 1ap mang Kiém toan Nha nudc: La cac théng sé do Trung tdm Tin hoc
quy dinh nham dam bao sy thong nhat trong viéc quan ly, khai thac st dung tai nguyén mang cua
Kiém toan Nha nudc.

10. Co s¢ di liéu (Database): La tap hop cac dir li¢u dugc sép xép, td chirc dé truy cap,
khai thac st dung, quan 1y va cap nhat thong qua phuong ti¢n dién tur.

11. Dich vu mang: La cac dich vu dugc thuc hién trén méi truong mang nham gitip ngudi
st dung truy nhap va st dung chung céc tai nguyén trén mang.

12. An toan thong tin: Bao gdm céac hoat dong quan 1y, nghiép vu va k¥ thuat dbi véi hé
théng thong tin nham bao vé, khoi phuc cac hé théng, cac dich vu va ngi dung thong tin ddi vai
nguy co ty nhién hoic do con ngudi gy ra. Bao dam cho cac hé thong thuc hién dung chirc
nang, phuc vu dang ddi twong mot cach san sang, chinh xac va tin cay.

13. H¢ théng an ninh bao mat: La tap hop cac thiét bi tin hoc hoat dong déng b0 theo mot
chinh sach an ninh nhat quan nham quan ly, giam sat, kiém soat chat ché moi thong tin trén
mang, phat hién va xu 1y cac truy cép bat hop phap.

14. Bam bao an toan thong tin: La dam bao tinh bi mat, tinh toan ven, tinh chéng chdi bo
va tinh san sang cua thong tin, trong do:

- Tinh bi mat: Bao dam thong tin chi c6 thé duoc truy cdp bdi nhitng ngudi c6 thim quyén
doi vai thong tin.

- Tinh toan ven: Thong tin khong bi stra ddi 1am sai 1éch noi dung.



- Tinh chdng chdi bo: Cac ca nhan tham gia vao SAVNET, sir dung céc tai nguyén mang
cua Kiém toan Nha nudc khong thé choi bo cac hoat dong da thuc hién. Tinh chong chdi bo cung
cap cac bang chung chong lai viéc choi bo mot hanh dong da thuc hién hay da dién ra.

- Tinh sin sang: Bao dam nhirng nguoi dugc cip quyén co thé truy cap st dung thong tin
ngay khi cé nhu cau.

15. Cong thong tin dién tir (Portal): La diém truy cap tap trung va duy nhat, tich hop cac
kénh thong tin, cac dich vu va ing dung, phén phoi t61 nguoi s dung thong qua mét phuong
thirc thong nhat trén nén tang Web.

16. Trang thong tin dién tu: La trang thong tin hodc mdt tap hop trang thong tin trén moi
truong mang phuc vu cho vi¢c cung cap, trao doi thong tin.

17. Trung tam dir li¢u: La hé théng cac may chu, may tram, thiét bi luu trit, bao mat va
thiét bi mang. TTDL 1a noi luu gitr cac co so dir li¢u, hé théng thu dién tu, céng thong tin dién
tir, trang thong tin dién tir va cac phan mém chuyén nganh phuc vu hoat dong cua Kiém toan Nha
nuoc. Thong qua SAVNET, céc don vi truc thude Kiém toan Nha nudc ¢ thé khai thac, sit dung
cac dich vy, tai nguyén mang tai TTDL.

Diéu 4. Nguyén tic quan 1y, van hanh, khai thac va sir dung hé thong mang Kiém toan
Nha nudc

1. Chi str dung SAVNET phuc vu yéu cau cong viec, nhiém vu duogc giao. Khong st dung
SAVNET vao muc dich:

- Truyén bé tu tudng, vin hoa mang tinh kich dong, chdng pha cac chu truong, dudng 16i
cua Dang, chinh sach, phap luat cua Nha nudc;

- Khai thac, luu trit cac chuong trinh giai tri khong lanh manh, cac thong tin c6 ndi dung
xau;

- Phat tan virus, gui thu rac, lam cong cu tan cong SAVNET hoac cac mang khac;
- Choi cac trd choi tryc tuyén (game online).

2. Thong tin thuoc danh muyc bi méat nha nuéc dugc truyén tai trén SAVNET phai tuan thu
quy dinh vé bado v¢ bi mat nha nudc; viéc st dung, chia s€ va luu trit thong tin trén SAVNET
phai tuan thu cac quy dinh cia Nha nudc ve vién thong, cong nghé thong tin va luu trit.

3. Chi dugc phép su dung cac phan mém hgp phép, 6 ngudn gdc rd rang do Trung tam Tin
hoc cai dat hoac Kiém toan Nha nudc cho phép cai dat trén cdc mday tinh, may chu trong
SAVNET.

4. Khéng tu v g& bo két nbi mang, thay q& thong s cla cac thi’é't bi (tén, dia chi mang,...)
gdy xung dot tai nguyén trén mang; khong lap dat, cai dat cac thiét bi phat song khong day
(wireless) vao SAVNET khi chua duoc su dong y cua Trung tdm Tin hoc.

5. Cac don vi, CCVC thudc Kiém toan Nha nude chiu trach nhiém quan 1y, st dung tai
khoan duoc cap dé khai thac, st dung tai nguyén mang trén SAVNET theo quy dinh.

6. Nguoi sir dung chiu trach nhiém V,é cac hu hong truc tiép hay gian tiép gy ra cho cac tai
nguyén mang cua Kiém toan Nha nudc néu khong tuan thu cac quy dinh quan ly, van hanh, khai
thac va sir dung SAVNET.



7. Nghiém cdm sir dung SAVNET vao cac muyc dich trai véi quy dinh ctia Kiém toan Nha
nudc va phap luat.

Piéu 5. Ngon ngir sir dung trén hé thong mang Kiém toan Nha nuéc

Ngbén ngit duge dung dé trao d6i thong tin trén SAVNET bang tiéng Viét va tiéng Anh.
SAVNET sur dung bang mé chuan va cac kleu chir tiéng Viét theo quy dinh ctia phap luat hién
hanh vé str dung théng nhat bd ma ky tu tiéng Viét trong trao d6i thong tin dién tir giita cac co
quan Bang va Nha nudec.

Chuong 11
QUAN LY, VAN HANH, KHAI THAC, SU DUNG HE THONG MANG KIEM TOAN
NHA NUOC
Diéu 6. Trach nhi¢m quén 1y va van hanh hé thong mang Kiém toan Nha nuéc
1. Trung tdm Tin hoc (TTTH) gitp Téng Kiém toan Nha nudc quan 1y va van hanh
SAVNET co6 trach nhiém sau:

a) Quan ly, van hanh va quy hoach céc tai nguyén trén SAVNET; hé tro k¥ thuat cho céc
don vi va ngudi sir dung khai théac tai nguyén trén SAVNET c6 hi€u quéa va dam bao an toan, an
ninh théng tin.

b) Ap dung cac bién phap, chinh sach quan ly d6i vo1 SAVNET va nguoi s dung theo yéu

cau thyc té trong timg thoi ky, theo tiéu chuan ky thuat vé dir licu va thiét 1ap théng s mang phu
hop véi cac quy dinh ciia co quan c¢6 thadm quyén ban hanh vé hé thong mang may tinh.

¢) Nhic nho, tam ngung cung cap dich vu, truong hop nghiém trong co6 thé thu hoi tai
nguyén mang va bdo cao cap c6 tham quyén dé xu 1y dbi voi don vi, CCVC vi pham cac nguyén
tic quan 1y va sir dung SAVNET.

d) Kip thoi thong bo va khic phuc su cb khi SAVNET tam ngumg hoat dong. Noi dung
thong bao phai néu ro khoang thoi gian du kién dua hé thong vao hoat dong binh thuong.

2. Céc don vi truc thude Kiém toan Nha nudce ¢6 trach nhiém:

a) Quan ly, khai thac va str dung hé théng mang LAN, mang WAN tai don vi minh.

b) Xay dung co ché bao mat, an toan thong tin cho hé thong mang LAN ciia don vi; dam
béo an toan, chéng truy cap trai phep tur bén ngoai cing nhu tir bén trong vao he thong mang
LAN cua don vi va SAVNET. Khuyén khich cac don vi truc thudc xay dung Quy ché quan 1y, sir
dung hé théng mang ap dung cho don vi minh phu hop véi quy dinh cta Quy ché nay.

¢) Chiu trach nhiém vé noi dung, thong tin don vi trao ddi trén SAVNET.

d) Phéi hop voi Trung tdm Tin hoc trong qua trinh dinh huong cong ngh¢, quan ly, khai
thac va st dung, ddm bao hoat dong an toan, 6n dinh cho h¢ thong mang LAN tai don vi va
SAVNET.

d) Khi c6 su cb lién quan dén két ndi, truy cap SAVNET can bao ngay dén bo phan quan tri
SAVNET d¢ kip thoi khac phuc.

Piéu 7. Khai thic, sir dung h¢ théng mang Kiém toin Nha nuwéc

1. Trung tam Tin hoc ap dung cac bién phap can thiét dé dam bao hoat dong ctia SAVNET
dugc an toan va thong sudt.



2. Céc don vi va ca nhén tham gia vao SAVNET khoéng duoc ty ¥ thay d6i nhitng thong sb
mang hay tu y dua cac phan mém va thiét bi khac tham gia vao SAVNET.

3. Cac don vi va ca nhan s& dugc cap tai khoan nguoi dung dé truy cadp SAVNET; khi da
dang nhap, nguoi dung c6 quyén khai thac co s¢ dir li¢u va st dung cac tai nguyén mang theo
quy dinh cta Kiém toan Nha nudc.

4. Khong str dung SAVNET dé khai thac, luu trix cég dwr li¢u, thong tin nhu: cac tro choi,
cac chuong trinh gidi tri khong lanh manh, c¢6 ndi dung xau, cac thong tin, dit lidu trai véi quy
dinh cua Kiém toan Nha nudc va phép luat.

Piéu 8. Phan mém va ng dung trong hé¢ thong mang Kiém toian Nha nuéc

1. Cac phan mém, tng dung khi van hanh trong SAVNET ti thiéu phai dap ung nhiing
yéu cau sau:

a) Phai duoc kiém tra, thir nghiém déap tmg tiéu chudn an toan thong tin hién hanh truéce khi
dua vao st dung trong SAVNET.

b) Viéc sir dung, trang bi phan mém hé théng, phan mém tién ich va ing dung cong nghé
thong tin phai tuan thu theo Luat ban quyén.

¢) Pam bao tinh toan ven cta dit liéu khi luu chuyén trong SAVNET.

2. Trung tam Tin hoc ¢6 trach nhiém xay dung quy trinh hoat dong, thir nghiém, tryc tiép
cai dit, quan 1y va van hanh phan mém hé thong, phan mém tién ich va tmg dung cong nghe

thong tin trong SAVNET; nghién ciru, dé xuit, nang cAp phan mém theo dinh hudng quan 1y nha
nuée cua Kiém toan Nha nude va tuan theo quy dinh cta phap luat.

Thyc hién kiém tra thuong xuyén nham phat hién va khic phuc 16 hong bao mat cua phan
mém, ing dung; cip nhit cac ban nang cip mai va cac ban va 16i cho phan mém hé thong.

3. Cac don vi, nguoi s dung khong tu y cai dat cac phan mém, tmg dung vao SAVNET;
khong ty ¥ lam thay déi cac thong sb cua cac thiét bi trong hé thong mang may tinh. Trong
trudng hop cac don vi, ngudi sir dung ¢6 nhu ciu cai dit méi, thay doi, g& bo,... cac phin mém,
ing dung dé phuc vu hoat dong chuyén mén cua don vi thi phai phéi hop véi Trung tdm Tin hoc
dé thyc hién nham dam bao an toan thong tin chung,

Piéu 9. Quan tri hé théng mang

Trung tdm Tin hoc khi thyc hi¢n nhi€ém vu quan tri SAVNET c6 trach nhiém sau:

1. Quan ly, van hanh va giam sat SAVNET; phat hién cac hanh vi st dung mang khong
hop 1€; xr ly céc 161 k¥ thuat; ngan n’gl‘ra cac sy co trén mang d¢ dam bdo tinh an toan, tinh tin
cay va dam bao sy van hanh thong suot SAVNET.

2. Thuc hién viéc sao luu dit liéu theo ké hoach.

3. Ghi nh@t k}'{ ca truc va thyc hién bao cdo dinh ky hodc dot xuét khi c6 su ¢b cho Thu
truong don vi dé phoi hop xur 1y.

4. Cép dia chi mang (IP address) va thong sé mang cho cac don vi va ngudi st dung tham
gia SAVNET.

5. Loc bo, chin truy cap hodc han ché truy cdp céc trang tin, ing dung c6 nghi ngo chira
ma doc hodc cac ndi dung khong phu hop phuc vu cong viée.



6. Thong béo, tam ngimg cung cp dich vy; trong trudong hop nghiém trong c¢6 thé thu hoi
tai nguy€n mang va bao cao cac cap cé tham quyén dé xir 1y doi véi cac don vi, nguoi st dung vi
pham cac nguyén tac quan ly, khai thac tai nguyén trén SAVNET.

7. T6 chuc dao tao can bod quan ly, trién khai, van hanh hé thong cong nghé thong tin co
kién thirc chuyén mon, nghiép vu vé cong nghé thong tin dap g yéu cau.

8. Phoi hop véi cac don vi ¢6 thAm quyén nhu: Bo Cong an, Ban Co yéu chinh phu, Trung
tam Ung ctru khan cép may tinh Viét Nam (VN-CERT) va cac don vi khac c6 lién quan de
thudng xuyén theo ddi va phdi hop ngin ngira nguy co tdn cong mang dam bao an toan thong tin.

9. C6 bién phap du phong vé thiét bi, phan mém ddi v6i cac hé théng mang va img dung,
dé dam bao sy hoat dong lién tuc cua hé théng.

10. Can cap nhat ban va hé diéu hanh, mau phong diét virus, cac mau 16 hong bao mat, mau
tAn cong,... ddi voi may chu va thiét bi tin hoc, chi thiét lap két ndi Internet cho cac may chu
hodc thiét bi can phai c6 giao tiép ra Internet (cac may chi, thiét bi cung cap giao dién ra Internet
nhu Trang thong tin dién tu, Cong thong tin dién tur, cac dich vu cong, thu dién tu,...).

Piéu 10. Quan 1y, sir dung thiét bi tin hoc

1. Trang thiét bi tin hoc do Kiém toan Nha nudc trang bi cho cac don vi va ca nhan la tai
san Nha nudc, dugc quan ly, st dung theo quy dinh cua Kiém todn Nha nudc va phap luat vé
quan 1y tai san Nha nudc.

2. Céc don vi va ca nhan c6 trach nhiém quan ly trang thiét bi tin hoc dugce giao, tu bao
quan dit liéu trén may. Trong qua trinh st dung cac trang thiét bi tin hoc, néu co su ¢d xdy ra, cac

don vi, ca nhan, c6 trach nhiém ph01 hop v6i Trung tdm Tin hoc (trong truong hop khong tu
khic phuc duoc) dé tim bién phap khic phuc su cb.

3. Trong truong hop cdc don vi tu trang bi thiét bi tin hoc theo phén cap cta Kiém toan
Nha nuéc phai c6 ¥ kién tu van cua Trung tam Tin hoc vé ky thuat, cong ngh¢ dé dam bao an
toan, dong bo khi tham gia két ndi va khai thaic SAVNET. Béi véi cac thiét bi tin hoc ¢6 tinh
chét thong dung, cac don vi c6 thé lam chu duogc ky thuat, cong nghé cua cac thiét bi thi khong
can qua tur van ctia Trung tam Tin hoc.

4. Céc don vi va ca nhan st dung thiét bj d két ndi v6i hé théng mang may tinh ciia Nganh
khong dugc tu y thay doi cac thong so da dugce cai dat trén cac thict bi.

Diéu 11. Bao tri, nang cip hé thong mang Kiém toan Nha nuwéc

1. Trung tdm Tin hoc chu tri dé xuat, tham muu giup Tong Kiém toan Nha nudc trong viéc
Iwra chon cong nghé, du tu, ning cap, thay thé thiét bi phan cing, phin mém, ha tang truyén
thong, kinh phi duy tri hoat dong hang nam, dam bao hiéu qua va phi hop vai yéu cau hoat dong
ctia Kiém toan Nha nuéc.

2. Cac don vi tryc thudc Kiém toan Nha nudc xay dung, nang cép, bd sung hé théng mang
tai don vi minh phai xin y kién va duoc su dong y cua Tong Kiém toan Nha nudc thong qua
Trung tim Tin hoc vé giai phap cong nghé ha tang trudc khi trién khai.

3. Van phong Kiém toan Nha nuéc c6 trach nhiém tham muu giap Tong Kiém toan Nha
nude trong viée b6 tri kinh phi va ph01 hop véi Trung tdm Tin hoc trong viée dau tu, nang cap,
thay thé thiét bj phan ctng, phan mém, ha ting truyén thong,... dam bao hoat dong an toan, 6n
dinh cia SAVNET.



Chuong 111
PAM BAO AN TOAN THONG TIN
Diéu 12. Pam bio an toan thiét bi

1. Céc thiét bj tai TTDL phai dugc van hanh va kiém soat dé phong tranh truy cép trai phép
hodc sai muc dich. Trung tam Tin hoc c6 trach nhiém xay dung ndi quy van hanh TTDL.

2. Ca nhan sur dung cac thiét bi luu trit dit liéu di dong (may tinh xach tay, thiét bi sé cam
tay, thé nhg USB, 6 cing ngoai, bang tu,...) dé luu thong tin phai c6 trach nhiém bao vé cac thiét
bi nay va thong tin luu trén thiét bi, tranh lam mat, 16 thong tin; khong mang ra nude ngoai thong
tin cia co quan, Nha nudc khong lién quan téi ndi dung cong viéc thye hién ¢ nudc ngoai.

3. Cac thiét bi luu trr khong sur dung tiép cho cong viéc cua don vi (thanh ly, cho, tang)
phai dugc x6a ndi dung bang phan mém hoac thiét bi hiy dir liéu chuyén dung hay pha huy vat
ly.

Piéu 13. Pam bio an toan dir liéu

1. Phan loai thong tin: Tién hanh phan loai thong tin, dir liéu theo muc d§ quan trong, gia
tri ctia thong tin ddi v6i co quan, don vi vé tan sudt sir dung, thoi gian luu trir va gia tri phap 1y
ctia n6, bao dam thong tin d6 va tai san gan lién véi cac phuong tién xir 1y thong tin mot cach
thich hop cho vi¢c phan loai.

2. Ap dung cac thuat toan ma héa cho cac hoat dong sau: dang nhap quan tri hé thong; dang
nhép vao cac ung dung; gui nhan dir li€u ty dong gitra cac may chu; nhap va bién tap dir li¢u; tra
ctru dir liéu mat, quan trong.

3. Céc thong tin quan trong phai dugc mé hoa bang thuat toan ma hoa an toan hodc sir dung
cong nghé chit ky sb dé xac thuc va ma hoa bao mat di liéu.

4. Nghiém cAm viéc soan théo, trao doi, luu trit thong tin, tai li€éu bi mat nha nudc trén may
tinh c6 noi mang Internet. Cac co quan, don vi phai bo tri may vi tinh riéng, khong két n6i mang
ndi bd va Internet dung dé soan thao van ban, luu gitr thong tin c6 ndi dung mat theo quy dinh
cua phap luat va cia Kiém toan Nha nudc.

5. Trung tdm Tin hoc xay dung quy trinh, nhan sy phuc vu cong tic bao quan, sao luu dir
li¢u va dinh ky ki€ém tra dir 1i€u da sao luu, viéc sao luu dir li¢u duogc thuc hi¢n trén h¢ thong sao
luu dat tai TTDL Kiém toan Nha nuéc.

6. Céac ca nhan dugc phan cong thuc hién soan thao, gui, nhan dir liu co6 trach nhiém xac
dinh mtc d§ mat, quan trong cua dir li¢u dé thuc hién phuong thirc bao vé dir li¢u phu hop hodc
yéu cau Trung tam Tin hoc hudng dan, ho trg phuong thire bao vé trong truong hop can thiét.

Dicéu 14. Quan Iy céc tai khoan trong hé thong

1. Tai khoan cé nhan

a) Moi ca nhan khi su dung hé théng mang, cac ing dung cua Kiém toan Nha nude duoc
cap tai khoan truy cap véi dinh danh duy nhat gan voi ca nhan d6. Truong hop tai khoan dung
chung cho don vi thi thu truéng don vi c6 trach nhi¢m quan 1y hodc uy quyén cho mot ca nhan
quan ly tai khoan do.

b) Thuc hién d6i mat khau dinh ky, téi thiéu 3 thang mot lan.



¢) Moi truong hop cép moi, cép lai tai khoan va méat khau cho don vi, ca nhan phai c6 cong
vin dé nghi qua dudng buu dién hodc giri cong van qua thu dién tir ¢ chir ky sd cua lanh dao
don vi. Khi don vi ¢6 can bo chuyén vi tri cong tac hoac nghi viéc thi don vi phai c6 trach nhiém
thong béo cho Trung tdm Tin hoc dé tién hanh diéu chinh, thu hdi, hiy b cac quyén truy cap hé
thdng va céc tng dung d6i véi can bo dé hodc chuyén ddi tai khoan ca nhan cho phu hop véi vi
tri moi nham tranh tinh trang truy cap khong ding thim quyén vao hé thng.

d) Trung tdm Tin hoc phdi hop véi cac don vi dinh ky ra soat lai cac quyen truy nhap da
cap phat nham phat hién ra tinh trang phan quyén gy mat an toan nhu: vuot quyén, khong thu
hoi khi nguoi sir dung da hét quyén str dung, qua thoi han sir dung, ...

2. Tai khoan quan tri:

a) Tai khoan quan tri (cta thiét bi mang, cac ing dung, phin mém hé thdng, co s¢ dit
ligu,...) phai tach bi¢t voi tai khoan truy cap mang, ung dung véi tu cach ca nhan thong thuong.

b) Tai khoan quan tri phai ¢ dinh danh duy nhat va gin véi trach nhiém ca nhan. Nghiém
cam dung chung tai khoan quan tri.

¢) Mat khau phtrc tap phai dugc ap dung cho tit ca cac tai khoan truy cap, sir dung, quan tri
hé thong mang, cac ing dung trén SAVNET.

d) Thyc hién d6i mat khau dinh ky, ti thiéu 2 thang mot 1an.

d) Ca nhan, nguoi lam cong tac quan tri he théng co trach nhiém bao vé thong tin tai khoan
duogc cap, khong tiét 16 mat khau hodc dua cho nguoi khac phuong tién xdc thyc tai khoan cua
minh ngoai trir cac trudng hop: can xir Iy cong viée khan cip cua don vi; can cung cap, ban giao
cho don vi cac thong tin, tai liéu do ca nhan quan 1y. Chu tai khoan phai d6i mat khau ngay sau
khi két thuc xir 1y cac viéc nay.

Piéu 15. Pam bio an toan trong cong tac quan tri h¢ thong

1. May tinh dung dé quan tri hé théng chi duoc cai dit cac phan mém can thiét cho hoat
dong quan tri h¢ thong, dat trong ving mang phuc vu cong tac quan tri hé thong va chi dugc cap
quyén truy cap cho cac ca nhan dugc giao trach nhiém quan tri hé thong.

2. Thuong xuyén dugc kiém tra cai dat cac ban cap nhat méi cho» cac thiét bi tuong ltra bén
ngoai, tuong Itra g dung, IPS, Proxy, thi€t bi chong Spam mail... d€ khac phuc cac diém yéu,
c6 ché do bdo tri, bdo hanh hodc thiét bi du phong dé dam bao su hoat dong lién tuc cua hé
thong.

3. Ca nhan lam cong tac quan tri hé théng phai thay ddi mat khdu mic dinh tai khoan quan
tr1 cua minh ngay khi dugc ban giao.

4. Sir dung kénh trao d6i théng tin an toan (c6 ma hoa) khi truy cap quan tri hé thong.

5. Tét ca cac truy cap quan tri hé thong dang nhap (log-in), ding xuat (log-out); cc lan xac
thuc thanh cong hodc that bai; thoi gian xdy ra; cac hanh dong, thao tac thuc thi cac cong cu h¢
thong,... khi quan tri vién thuc hién déu phai dugc ghi nhat ky quan tri d€ phuc vu cho vi¢c theo
doi va quan ly.

Diéu 16. Pam bio an toan théng tin

1. Doi véi cac don vi va ca nhan



a) Céc don vi cir CCVC tham gia céc 16p tap huan, bdi dudng do Trung tdm Tin hoc t0
chie d¢ trang bi cac kién thirc vé an toan thong tin phu hop trude khi cho phép truy cép, van
hanh, khai thac va sir dung h¢ thong thong tin.

b) Ca nhan dat ché d6 bao vé man hinh va mat khau st dung may tinh dé dam bao an toan
cho dir liéu ca nhén, khi khong lam vi€c v61 mady tinh trong thoi gian dai phai thoat khoi phién
lam viéc va tit may. Mat khau tai khoan cua ca nhan yéu cau dit mat khau phuec tap v6i do an
toan cao dé truy cap mang, khong dugc chuyén cho ngudi khac st dung.

¢) Han ché viéc str dung chtc ning chia sé tai nguyén (sharing), khi sir dung chirc ning nay
can bat thudc tinh bado mat bang mat khau khi chia sé dit li€u, tranh chia sé truc ti€p voi ché do
truy cap doc/ghi va thuc hién viéc tat chirc nang nay khi da sir dung xong.

2. Dbi v6i Trung tam Tin hoc:

a) Hang nidm co trach nhiém t6 chuc cac 16p tap huin, bdi dudng dé trang bi cac kién thirc
phu hop vé an toan thong tin trude khi cho phép truy cap, van hanh, khai thac va sir dung hé
thong thong tin.

b) Ap dung cic bién phap bao dam an toan, bao mat nhitng thong tin truyén din trén
SAVNET.

c) B6 tri bo phan quan tri _chuyén trach vé an toan hé thong thong tin trén méi trudng mang
(bao gdm cong tac giam sat, kiém tra viéc thue hién quy dinh nay tai Kiém toan Nha nuéc).

d) Ban hanh quy trinh cu thé vé viéc phat hién, bao cdo, xir Iy va quan Iy hoat dong khic
phuc céc su ¢0 lién quan dén an toan thong tin tai Kiém toan Nha nudc.

d) Giam sat thuong xuyén cac hé théng an ninh mang dé dam bao tic dung cua hé thong,
dong thoi phat hién va xur Iy sém cac van dé vé€ an toan thong tin. Thuc hién két xuat dinh ky
hang thang hoac hang quy céc bao cdo tir h¢ thong an ninh mang dé theo ddi, danh gia cac van dé
cua hé thong.

¢) Thuong xuyén nghién ciru, cép nhat cac kién thirc vé an toan théng tin, c6 bién phap

phong tranh cac nguy co tiém 4n c6 thé gay méat thong tin khi tién hanh cac hoat dong quan 1y
hay k¥ thuat nghiép vu.

g) Kip thoi thong bao cho cac don vi, nguoi str dung biét khi tam dimg dé nang cip, bao tri
dinh ky, khac phuc su c6 cua tung dich vu mang hodc h¢ thong mang.

Diéu 17. Phong, chéng virus tin hoc

1. Trung tdm Tin hoc co trach nhiém:

a) Duy tri hé thong phong chéng virus, giam thiéu t6i da tac hai cta viéc lay lan, tn cong
cua cac loai virus, cac loai ma nguén doc hai va ngan chéan kip thoi sy bung nd virus trong
SAVNET.

b) Thuong xuyén cép nhét, cung cip cac phién ban mdi, cac ban va 13i ciia phan mém
chéng virus dé dam bao chuong trinh quét virus cua cac don vi va ca nhan trén cac may chu,
méy tram luén dugc cap nhat méi nhat, thiét lap ché do quét thuong xuyén it nhét 1 hang tuan.

¢) Lua chon, trién khai cic phan mém phong chéng virus, thu réc trén cic may chu, cac
thit bi di dong trong mang va nhiing h¢ thong thong tin xung yéu nhu: cong thong tin dién tu,



thu dién tu, ... dé phat hi¢n, loai trir nhiing doan ma doc hai (virus, troijan, worms,...) va ho tro
nguoi st dung cai dat cac phan mém nay trén may tram.
2. Céac don vi va ca nhan sir dung SAVNET c¢6 trach nhiém:

a) Tuén thu cac bién phap phong va chdng virus may tinh. Moi dir liéu tir cac thiét bi luu
trir bén ngoai va tir Internet déu phai duoc quét di€t virus trude khi sir dung. Nhitng may tinh
phat hién c6 virus phai dugc tach khoi mang vé mat vat 1y dé tranh tinh trang 1y nhiém sang cac
may tinh khac.

b) Nghiém cdm céc ca nhan sir dung may tinh chua cai dat phan mém phong chéng virus
hodc phan mém chong virus khong con hi¢u luc két ndi vao SAVNET.

Chuong IV
TO CHUC THUC HIEN
Piéu 18. Trach nhiém thi hanh

1. Thu trudng cac don vi truc thu(f)c, Kiém toan Nha nude, CCVC, céc to chirc, ca nhan co
lién quan c6 trach nhiém thi hanh Quy ché nay.

2. Cac Quy dinh 4p dung dbi véi cac phan mén} (mg dung, chinh sach an ninh, bao mat va
cac tai nguyén mang khac phuc vu hoat dong cua Kiém toan Nha nudc trién khai trén SAVNET
can phai dugc xay dung phu hop véi dac thu riéng va khong trai voi Quy ché nay.

3. Trong qua trinh thyc hién néu c6 khé khan vuéng mic, can phan anh kip thoi vé Trung
tam Tin hoc dé tong hop bao cao Tong Kiém toan Nha nudc sira ddi, bo sung cho phu hop./.



