BOQ THONG TIN VA CONG HOA XA HOI CHU NGHIA VIET NAM

TRUYEN THONG Déc lip - Tw do - Hanh phiic
S6: 936/BTTTT-NEAC Ha Ngi, ngay 22 thang 3 nam 2023

Vv hudng dan tich hop tinh nang
ky s6 vao cong dich vu cong

Kinh gii: - Cac B, co quan ngang B9, co quan thugc Chinh phu;
- UBND cac tinh, thanh pho truc thuoc Trung wong.

Thyc hién chi dao cua Thu tuéng Chinh phu tai Chi thi s 05/CT-TTg ngay
23/02/2023 vé Tlep tuc day manh trién khai dé an phat trlen tng dung dir liéu vé dan
cu, dinh danh va xac thuc dién tir phuc vu chuyén doi sé qudc gia giai doan 2022 -
2025, tam nhin dén nam 2030 tai cac bo, nganh, dia phuong nam 2023 va nhiing nim
tiép theo, B Thong tin va Truyén thong (TT&TT) da xay dung Hudng dan tich hop
tinh nang ky s tir xa (chix ky so trén thiét bi di dong thong minh) dé thuan tién cho
cac don vi van hanh cong dich vu cdng (DVC) trong qué trinh tich hop chir ky sb cong
cong theo md hinh Ky s tir xa vao cac tc vu cua ngudi dan/doanh nghiép trén cong
(Phu luc dinh kém theo Cong van nay).

Ngoai ra, dé thuan loi hon trong cong tac tich hop, B6 TT&TT ciing d3 chuan
bi bang khao sat, danh gia tinh san sang caa hé thong ky thuat trong qua trinh tich hop
tinh nang ky s6 ndi chung va ky s6 tir xa noi riéng, tran trong dé nghi Quy don vi dién
thong tin va giri vé B6 TT&TT (qua Trung tdm Ching thuc dién tur quoc gia) theo dia
chi: Tang 7, 115 Tran Duy Hung, Phuong Trung Hoa, Quan cau Gidy, Thanh phé Ha
Noi; ban mém gui vao thu dién tir: Inhan@mic.gov.vn trwéc ngay 10/04/2023.

Trong qué trinh trién khai, néu Quy don vi gap khé khan vuéng mac hoic phéat
sinh van dé can trao d6i, 1am 13, dé nghi lién hé theo dau méi: Ong L& Nam Han,
Trung tdm Chtng thuc dién tir qubc gia, dién thoai: 0963124659, thu dién tu:
Inhan@mic.gov.vn.

Trén trong cam on./.

— KT. BO TRUONG
1(\;11 n éf"_- THU TRUONG

- wtren,

- Bé trucng (dé b/c);

- Thir trwdng Nguyén Huy Diing;
- Cac cuc: ATTT, CDSQG (dé p/h);
- Cac So TT&TT (dé p/h);

s Lt T, NEAC, Nguyén Huy Diing



PHIEU KHAO SAT HIEN TRANG KY THUAT CUA CONG DICH VU CONG

STT Thoéng tin Mo ta
1 | Tén cdng dich vu cong

2 Dia chi trang web

Hé diéu hanh may cha
(Windows Server,
CentOS, Ubuntu,

RHEL...)

Nén tang lap trinh

4 (.NET framework, .Net
Core, JVM)

Ngon ngtr lap trinh

5 (Java, C#, Python,

PHP...)
g | Loaitép can ky (PDF,
XML, JSON)
bién thoai:
A A wea L Email:
7 bau moi lién hé )
Tén:
Chtrc danh:

Cong ty/to chic chiu |14
8 | trach nhiém céac van dé '

lién quan dén ky thuat bia chi:

Pau méi lién hé: Ong L& Nam Han, Trung tdm Chung thuc dién tir qudc gia,
dién thoai: 0963124659, thu dién tu: Inhan@mic.gov.vn.



PHU LUC
(Ban hanh kém theo céng van sé 936/BTTTT-NEAC ngay 22 thang 3 nam 2023 cua
B¢ Théng tin va Truyeén thong)

HUOGNG DAN KET NOI CONG DICH VU CONG VOI CONG KET NOI DICH
VU CHUNG THUC CHU KY SO CONG CONG

(Phién ban 1.1)

Muc luc
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IV. CAU HINH HE THONG KHUYEN NGH]I
V. MO TA API

1. Thong tin két ndi chung
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2. API lay danh séch chiing thu caa ngudi ding
3. API ky tai liéu

4. API kiém tra trang thai giao dich

1. MO HINH TONG QUAN

M6 hinh ket noi giira cong ket ndi dich vu ching thuc chir ky s6 cong cong
(sau day goi la Cong eSign) (theo khoan 12 bicu 3 Nghi dinh 42/2022/Nb-CP), cong
dich vu cong (sau day goi la cong DVC) va cac To chuc cung cap dich vu chung thuc
chir ky so6 cong cong (sau day goi la CA céng cong) dugc mo ta tai so do nhu sau:
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Hinh 1 M6 hinh két nai ky sé tir xa trén Cong DVC

Pé cong dan thyc hién ky s6 khi tham gia thu tuc hanh chinh, cong dan (nguoi
ding cua céng DVC) can co chix ky s6 (co thé dang ky ¢ cac CA cong cong). cong
DVC sau d6 chi can két ndi voi Cong eSign, Cong eSign s& giri yéu cau ky dén CA
cbng cong ma cong dén la thué bao. CA cdng cong twong trng s€ xac thuc ky vai céng
dan theo hé théng cung cép dich vu riéng.

~ Sau khi da xac thyc va kich hoat ky, CA cdng cong s& tra két qua ky vé cho
Cong eSign, Cong eSign s& kiém tra chix ky va tra ket qua cho Cong DVC. Boi véi
cdng dan tham gia Cong DVC, giao dién duy nhat la giao dién caa Cong DVC.

So @0 ludng thuc hién ky sé tir xa trén Céng DVC
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Hinh 2 So dé luéng thuc hién ky sé tir xa trén Cong DVC
. Cong dan tai tap tin can ky va an ky s6
. Céng DVC gui yéu cau Ky sé va tap tin can ky da dugc bam cho Cong eSign
. Cong eSign giri yéu cau ky s va tap tin can ky cho CA cong cong
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. CA cbng cong giri yéu cau xac nhan ky s6 cho cong dan qua tng dung di
dong

5. COng dan xac nhan yéu cau ky sb qua tng dung di dong

6. CA cong cong thuc hién ky sb va tra vé chit ky dudi dang Base64 cho Cong
eSign

7. Cong eSign tién hanh kiém tra chit ky nhan dugc tir CA cong cong
8. Cong eSign tra vé chir ky dang Base64 cho Cong DVC
9. Cong DVC gén chit ky vao file



Il. THIET LAP CAU HINH KY SO
CAu hinh ky sé s& duoc thiét 1ap trong trang Thong tin ca nhan cua Cong dich
cong nhu sau:
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Hinh 3 Giao dién cdu hinh ky sé
‘ Khi thyc hién ky s6 1én tap tin PDF theo phuong thuc ky s6 tir xa, ngudi dung
can c0 tai khoan trén Cong Dich vu cOng va cung cap cac thong tin qua cac budc sau:
1. Nguoi dung chon CA cong cong ma minh dang la thué bao tir danh sach
dropdown “Chon CA”.
2. Ngudi diing nhap s6 CMND hogc s6 CCCD da khai bao khi dang ky véi CA
cdng cong vao phan “Nhap userlD”.
3. Nhan ndt “Lay Chimg thu s6”. Cong Dich vu cong lay Chimg thw so theo
API lay danh s&ch ching thu so.
4. Nhan Luu.
I11. QUY TRINH KY TAP TIN PDF G CONG DVC
Sau khi da cau hinh ky s6 thanh cong cho tai khoan, doi véi moi tai ligu can ky,
nguoi dung ¢ thé nhan vao nat ky nhu sau:
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Hinh 4 Giao dién ky sé tai lidu
Sau khi nguoi diing nhan vao nt ky, h¢ thong backend cong Dich vu cong s&
thyc hién thong qua so do sau:
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Hinh 5 Quy trinh ky sé tir tdp tin PDF phia Cong DVC

Budc 1: Chuyén tai liéu can ky thanh tap tin PDF (trong truong hop tai liéu do
khong phai la dang PDF).

Budc 2: Cong DVC tao ra tap tin PDF Temp.
Budc 3: Cong DVC thyc hién bam tap tin.

Budc 4: Cong DVC giri ma bam va cac thong tin can thiét theo API dén may
chu cua CA.

Budc 5: Server CA tra vé gia tri chix ky.

Budc 6: Cong Dich vy cdng gan chit ky.

Budc 7: Cong Dich vu tra tap tin da ky cho ngudi dung.
IV. CAU HINH HE THONG KHUYEN NGHI

Cau hinh toi thiéu Céu hinh dé nghi

Hé diéu hanh Windows 2008/Ubuntu 16 Windows 2016/Ubuntu20
Nén tang lap NET Core/.NET framework | .NET Core/.NET framework

trinh 4/Java 1.5 4.8/ Java 8
Ngon ngw lap PHP, Python, Java, C# Java, C#

trinh

Loai tép PDF, XML, JSON
V. MO TA API

1. Théng tin két néi chung

URL: https://esign.neac.gov.vn/sign_v2

Cé4c dich vu cung cap:

TT Dich vu API M6 ta
1 Dan;h muc Chl‘lTlg ,thu get_certificate P%mcmg‘t_thC lay chimg thu so
SO cua nguoi ky cua ngudi str dung
2 Ky tai liéu sign Ky tap tin dugc ngudi st dung




tai 1én hé thong cong dich vu
cong

Kiém tra trang théi

Goi tin lay trang thai két qua ky

3 giao dich get_status s6 clia nguoi dan
Yéu cau ky thuat
STT Néi dung Yéu ciu ky thuat

1 sp_credentials Theo RFC 8265
Theo RFC 6234
Chuan an toan ham bam trong ky s tir xa (?u’qc qlfy

2 | it gy | s T o 001 TESTITT w8 0y
trong co quan nha nudc duge quy dinh trong Thong
tw 39/2017/TT-BTTTT

, Theo Thong tu so 22/2020 cua By Thong tin va

3 Ky so Truyen thong Quy dinh Ve yéu cau ky thuat dol VOi
phan mém ky sb, phan mém kiém tra chix ky s6
Theo RFC 8446

4 TLS Bat budc 4p dung an toan tang giao van TLS v1.2
theo Thong tu 39/2017/TT-BTTTT

5 hex Theo RFC 4648

6 Ch‘fgr g?gsggcﬁa Theo RFC 5280

Bang ma trang thai
STT | Status code Chu thich

1 200 Thanh cong

2 400 Tai liéu khong hop 1€

3 401 Credentials khéng hop 1€

4 402 Ma hash khong diing dinh dang

5 403 Chung thu bi thu hoi hoic khdng rd dinh dang

6 405 Ding nhap that bai

7 500 L3i hé thong

8 501 Ky sé that bai

2. API lay danh sach chirng thwr ciia nguéi ding




Wi thdng VL

a. Phuong thic: POST
b. Puong dan: https://esign.neac.gov.vn/sign_v2/get_certificate

C. Dac ta:

- Tham sé dau vao:

TT | Thamsé | Kiéu dir lieu | At Ch thich
; bugc
. . Username do Cdng eSign cung cip
1 sp_id string M cho Céng DVC
. Password do Cdng eSign cung cap
2 |sp_password string M cho Céng DVC
S6 CCCD/CMND/Hb chiéu/Ma sb
3 userid string M |thué/ cua ca nhan/td chirc muon dang
nhap
Tén cua CA cong cong ma Cong
. DVC muon két noi. (Tham chiéu tén
4 ca_name string ™M A _ ;
tai url: https://neac.gov.vn/vi/ca-
cong-cong/)
- Vi du tham sé dau vao:
{
"S‘_D_id": " T
"sp_password": "....",
"user id": "
"ea name™: ".. L0000 ur
"serial number®: "
}
- Tham sé dau ra:
TT | Thamsé Kiéu dir liéu Chu thich
' Ma request thanh cong hodc ma 16i tuong
1) stauEREENg a &g, VD: 200, 401, 403, 500...
Thong diép thanh cong hodc thong diép
2 Message string message string 10i twong (tng v&i ma trang
thai ¢ status_code.
3 cert_id string i)ﬁg?)danh chung thu so (con goi la cert cert




cert_data string Dit liéu chung thu s6 (dang base64)
Danh sach ching thu, gdm 3 phan tu.
: : : Phan tir dau tién 1a ching thu ky, tha hai &
chain data list<string> dau ten g Y
J CA, cuoi cung la Root CA do NEAC quan
ly.
serial_number String S6 x@-ri cua ching thu sb
transaction._id String Mg dinh danh giao dich khaoi tao boi Cong
eSign
- Vi du tham sé dau ra:
{
"status code": 200,
"message": "Success",

"data":
{
"transaction id": "SP_CA 12345",

"user certificates":

[

"certhid" : G, A
"certNdatay :
"MIIGUDCCBTigAwWIBAgQ",
"chain data™: {
"ca cert"s
"MITAHDFEBTkeEKwIBAU",
"rootdice Tt
"MITAAJFNCTuwUoPlat"
}
"serial number™:
"2015000100057d90"
e
{
reehiild"T 5
"cert_data®:
"MIICzDCCAnOgAWIBAg",
"chain data": {
"ca cert":
"MIIAHDFEBTkekwIBAU", a
"root_cert":
"MIIAAJFNCTuwUoPlat"
b e
"serial number":
"52341c3£9dcs2371"

}




3. API ky tai ligu
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a. Phuong thirc: POST
b. Puong ddn: https://esign.neac.gov.vn/sign_v2/sign
c. bac ta:
- Tham sé dau vao:
A -z . Bit ot
TT Tham so Kieu dir ligu R Cha thich
*" | buoc
. . Username do Cdng eSign cung
1 sp_id string ¥ cap cho Cong DVC
. Password do Cong eSign cung
2 sp_password string %} cip cho Céng DVC
S6 CCCD/CMND/Hb chiéu/Mé
3 user_id string M |so thue/ cua ca nhan/to chirc
muon dang nhap
4 | Data_to _be signed string %} C;hum, bz}m ctia i licu dugc yéu
cau ky so.
. | Mai dinh danh tai liéu yéu cau
) y AL string =z ky s6 do Céng DVC sinh ra.
. . Loai file:
¢ File_bik a " 9 | xmlfjson/word/pdffexcel..
7 sign_type string o |Loai ky sé: hash
S0 xé-ri cua chimg thur s6 (trong
8 serial_number string M | #ruong hop mot chu thé c6 nhieu
chitng thu 50)
Thoi gian nguoi dung gui yéu
9 time_stamp string o |cau ky so.

binh dang:
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Tén ciia CA cdng cong ma Cong
DVC muon két noi. (Tham

10 ca_name string 0 |[chiéu tén tai url:
https://neac.gov.vn/vi/ca-cong-
cong/)

- Vi du tham sé dau vao:
{
L= s L R ————
"sp_password": ".
Tuger L8 “msmuseesmees ¥
"ca_name": "M,
"sign files"™ : |
{
"data to be signed”
"MUswGAYJKoZDv1WglL9X8A/10J01k30=",
"doc id": "8347534jdsnfjsydf",
"file type": "pdf",
"sign type": "data"
}
1,
"serial number": M. o
}
- Tham s dau ra:
TT Tham so Kiéu dir liéu Chu thich
. M4 request thanh cong hodc ma 16i
1 status_code int S :
- tuong ung. VD: 200, 401, 403, 500...
Thong diép thanh cdng hoac thong
2 message string diép loi twong tng v&i ma trang thai ¢
status_code
y . . Ma dinh danh giao dich khei tao boi
3 transaction_id string P g : :
- Cong eSign
- Vi du tham sé dau ra:
{
"status code": 200
"message": "Yéu cidu ky sé tai liéu tiép nhan thanh
cong™y,
sdata’y: {

"transaction id":

"1234556789",

"signed files": null

}
}

4. API kiém tra trang thai giao dich
a. Phuong thuc: POST




b. Puong dan: https://esign.neac.gov.vn/sign_v2/get_status

C. Pac ta
- Tham sé dau vao:

TT |  Thamsé | Kiéudiligu | 5ot Ch thich
: bugc
. . Username do Céng eSign cung
1 sp_id string ¥ cap cho Cong DVC
i Password do Céng eSign cung
2 sp_password string M cip cho Céng DVC
S6 CCCD/CMND/H9
3 user_id string | chicu/Ma so thué/ cua ca
nhan/té chirc muon dang nhap
Tén cua CA cdng cong ma
Cong DVC muon ket noi.
4 ca_name string M |(Tham chiéu tén tai url:
https://neac.gov.vn/vi/ca-cong-
cong/)
5 | transaction_id string g |Magiao dich dugC khéi ta0 boi
Cong eSign
- Vi du tham sé dau vao:
{
”sp_id": " ... I
Pop passwoEl" i Vs eadmhs .
"user ddP Mo
e E WL TN L ey *
"EPANZACELON LCRE M. AR
- Tham sé dau ra:
TT Tham s6 Kiéu dir liéu Cha thich
. M4 request thanh cong hoic ma 16i
X SIRg_code int fwong ttng. VD: 200, 401, 403, 500...
Thong di¢p thanh cdng hoac thong
2 message string diép 16i twong (tng v4i ma trang thai o
status_code
Q) . Ma dinh danh giao dich khoi tao boi
3 transaction_id string 2 i
Cong eSign
4 signatures string Dt liéu chir ky

- Vi du tham sé dau ra:




"status_code": " 200,

"data": "{
| "transaction_id": "c7eabdae-740e-4845-9bcd-
'dc495562d0bE™,
' "signatures": null

b
: "message": "PENDING",
| SR 1
EE -
"status_code": " 200,
"data": "{
. "transaction id": "c7eabdae-740e-4845-9bcd
dc495562d0bE",
"signatures": |
{

"doc_id": "30c-7401-2562",
"signature_value":

"ATWttpP9/+8hUpZI/..",
"transaction_id"

b
"message": "SUCCESS”
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