BO TAI CHINH CONG HOA XA HOQI CHU NGHIA VIET NAM

TONG CUC THUE Déc ldp - Tw do - Hanh phtc
S6: 3263/TCT-CNTT Ha Ngi, ngay 01 thang 8 nam 2023

V/v dén doc cong tac trién
khai phong chong ma doc tai
cac Cuc Thué.

Kinh g#i: Cuc Thué tinh/thanh phé tryc thudc Trung wong

Thuc hign Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu tuong Chinh phu vé
Viéc néng cao nang luc phong, chong phan mém doc hai, Tong cuc Thué da ban hanh
cong vén so 187/TCT-CNTT ngay 18/01/2023 ve viéc don doc cong tac phong chong
ma doc. Trén co so chi dao ciia Tong cuc, Cuc Thué da tang cuong kiém tra, ra soat, cai
dat phan mém phong chong mé doc cho cac may tinh. Tinh den ngay 20/7/2023, tinh
hinh trién khai phong chong ma doc da c6 nhimng thay doi tich cyc: Toan bo 63 Cuc
Thue da dat ty 1€ trén 50% may tram duoc cai dat phan meém phong chong mé dgc, trong
d6 ¢6 26 Cuc Thug dat ty 1€ trén 90% may tram dugc cai dat phan mém phong chong ma
doc.

(Chi tiét sé liu tai Phu luc I dinh kém)

Bén canh két qua dat duoc, viéc trién khai van con mot s6 diém can luu v

- C,('J 03 Cuc Thué Cé,t}"/ Ié may tram dugc cai dat chua cao: Cuc Thué tinh Thura
Thién Hueé (56%), Cuc Thue tinh Kon Tum (57%), Cuc Thu¢ tinh Bong Nai (57%).

- C6 02 Cuc Thue c6 s lwong may tram van cai dat phan mém phong chéng ma
doc phién ban OSCE cii (da duoc thdng bao tai cong van so 187/TCT-CNTT): Cuc
Thué TP. Ho Chi Minh (51 may), Cuc Thué tinh Gia Lai (21 may).

- Nhiéu may tram dugc dat tén khong dung theo quy dinh (Vi dy: DESKTOP-
F7AEJ30, THIETBI2020, WS-BKO1,...) va mét so may tram van dang su dung tai
khoan co quyén admin.

N Pé ting cuong, nang cao nang luc phong Ch(f)ng, phat hién va ngén chan lay
nhiem ma doc gay mat an toan thdng tin, Tong cuc deé nghi cac Cuc Thue tiep tuc day
manh viéc trién khai phong chong ma doc, cu thé nhu sau:

- Cai dgt ddy du phan mém phong chong ma doc cho 100% may tram (bao gom
ca may tinh duoc bo tri trong tru s¢ co quan thu€ va may tinh bo tri ngoai tru s¢ co quan
thug).

- Ra soat va xu ly cac may tram dat tén khong dung quy dinh; st dung tai khoan
cO quyen admin; stir dung hé diéu hanh Windows 7.

(Chi tiét huong dan tai Phy luc II dinh kém).

- Cuc Thué TP. Ho Chi Minh, Cyc Thué tinh Gia Lai khan truong ra soét, chuyen
doi toan b may tram sang hé thong phong chong ma doc méi ApexOne (may chu
10.xx.64.60).

Trong qué trinh thuc, trudng hop néu c6 vuéng mac, Cuc Thué lién hé véi Cuc



CNTT qua ong Tran Hoang Viét theo dia chi email thviet@gdt.gov.vn (SPT:
083.9765.333) d¢ duoc ho tro.

Tong cuc Thué théng bao dé Cuc Thué biét va thuc hién./.

TL. TONG CUC TRUONG

N mhn: CUC TRUGNG CUC CONG NGHE
- P.TCTrg Dang Ngoc Minh (dé bic); THONG TIN
- Luu: VT, CNTT.

Pham Quang Toan


mailto:thviet@gdt.gov.vn

PHU LUC |

TINH HINH TRIEN KHAI HE THONG PHONG CHONG MA PQC TAI CAC
, CUC THUE 7 ,
(Kém theo Céng van sé 3263/TCT-CNTT ngay 01/8/2023 ciia Tong cuc Thué)

, S6 cdng chirc ciia | SO lwgng may tram
STT Cuc Thué tinh/ thanh Cuc Thue theo cai dat Apex Ong T}if € %
pho thong ké tinh den | Agent tinh dén ngay | cai dat
thang 6/2022 20/07/2023
1|Hau Giang 231 231 100%
2|Phl Yén 400 400 100%
3|Pdng Thép 452 452 100%
4|Pak Lik 507 507 100%
5| Tién Giang 595 586 98%
6 | Hai Duong 603 591 98%
7|Ba Ria - Ving Tau 505 491 97%
8| Binh Thuan 419 407 97%
9| TP Ha Noi 3708 3599 97%
10|Bac Kan 262 254 97%
11| Kién Giang 634 606 96%
12| TP Can Tho 487 464 95%
13| Nghé An 950 905 95%
14 | Binh Phudc 360 341 95%
15| Vinh Long 349 330 95%
16|Ca Mau 404 381 94%
17 |Binh Dinh 537 505 94%
18 |Bac Liéu 307 288 94%
19| Thai Binh 478 447 94%
20| Tuyén Quang 321 300 93%
21| Tra Vinh 254 236 93%
22 |Phu Tho 491 454 92%
23| Yén bai 370 341 92%
24 | Lai Chau 234 214 91%
25(Long An 549 498 91%
26 [Ha Nam 360 323 90%
27 |Ninh Binh 360 320 89%
28| Thai Nguyén ATT7 423 89%
29 | Quang Ngai 519 460 89%




30|Bic Ninh 438 386 88%
31|Hung Yén 445 391 88%
32| Quang Ninh 748 656 88%
33|Gia Lai 507 440 87%
34|Son La 423 366 87%
35|Hoa Binh 411 354 86%
36 | An Giang 583 498 85%
37| Vinh Phiic 438 374 85%
38 | Binh Duong 589 500 85%
39|Bén Tre 387 327 84%
40 |Ninh Thuan 276 233 84%
41|Lam Bdng 446 376 84%
42 | bk Néng 265 223 84%
43| Tay Ninh 466 392 84%
44| L&o Cai 362 302 83%
45| Khanh Hoa 562 468 83%
46 | Cao Bang 314 261 83%
47 |Quang Binh 377 313 83%
48| TP H6 Chi Minh 4302 3559 83%
49 | Bic Giang 436 359 82%
50 | Dién Bién 285 227 80%
51| Thanh Hoé 1043 821 79%
52 | TP Hai Phong 910 714 78%
53|Nam Dinh 530 407 77%
54 S6¢ Trang 290 220 76%
55| Quang Nam 663 499 75%
56| TP Pa Nang 587 436 74%
57 |Ha Tinh 536 385 72%
58 |Ha Giang 318 225 71%
59 [Lang Son 411 290 71%
60 | Quang Tri 364 233 64%
61|Dong Nai 748 426 57%
62| Kon Tum 293 166 57%
63| Thira Thién Hué 524 295 56%




PHU LUC II

HUONG DAN CAI PAT APEX ONE AGENT VOI CAC MAY TRAM SU
DUNG HE PIEU HANH WINDOWS 7 ,
(Kem theo Cong van so 3263/TCT-CNTT ngay 01/8/2023 cua Tong cuc Thue)

Buwéc 1: Tai va cai dat 2 ban vé danh cho hé diéu hanh Windows 7 theo phién
ban 64bit hoac 32 bit theo duong dan dudi day:

Ban va 1: https://catalog.update.microsoft.com/search.aspx?q=kb4474419
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Buéc 2: Tai va cai diat Tool Add Cert theo duong dan dudi day:

https://powerbox-file.trend.org/SFDC/external _shared/d678cd2f6a58b415e0cd
93e8ef3660d7.php
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Public Download

Walcome to the Support Files Download Pagae You can
downboad

Casyfin_for_Systes Certidicats V1.d.&.1887_283283a7.rip h&re H

Download the file here

Sau d6, giai nén va chay Tool bing quyén Administrator:

= Share with Zalo
Bl Open with WinRAR
B Extract files...
Extract Here
Extract to EasyFix_for_Systern Certificate V1.0,001007_20230307, I

Scan with Apex One
Open with

Gee pcoess to

Restore PTEVIDUS WVErSIONS
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Cut i
Copy
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Buwéc 3: Sau d6, Thu muc Log s€ xuat hién sau khi chay Tool:
I 13 = EasyFbfor System_Certificate ¥1.0.0.1007 20250307 — =] x|
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Bwéc 4: Tién hanh cai dit Agent nhu binh thuong.

Sau khi cai dat xong kiém tra lai Agent d tro toi IP CT la thanh cong.



17N | Apex One Security Agent

Virus [ Malware
Since 06722723 (Thu} 08:21

Spyware [ Grayware
Since 06/22/23 (Thu) 08:21

Scheduled Scan
Weekly on Mon at 12:00

Smart S5can Agent Pattern
L.ast update: QFIOTFI23
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Protection Erl_comected o Apex one server:

You are protected and

1064 213.189

@ Application Control

@ Behavior Monitoring

@ Data Loss Prevention

@ Device Control

) Endpoint Sensor

@ Flrewall

& Outbreak Prevention Policy
# Pradictive Machine Learning
& Realtime Scan

#iE Smart Sran

Location . Internal
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